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1 D22 >

AU &

1.1 %% H &

AXHEWRILERGTAART B OTA R A L ZEREHN, FIE OTA A RHRE L KEHF
#E, 37 # H616 F & Android Q F % vy = #1ki%t .,

1.2 & A & F

AR iE F| T H616 F & Android Q % 4.

1.3 K AR

ABTF RN R

1.4 &b R iE

e OTA: (over-the-air) & F T2 A. 3§ Android £ G AR ER AR FA, BIET LLEMET
ﬁf%@ﬁﬁh%%ﬁﬂ%%,ﬁﬁ%ﬁLﬁ%ﬁﬁﬁﬁ¢%

e boot: boot 4+ [X, & Linux W% L K & /N root X R % © MR EH system 4 X DL R H b4
X,

e system: system 4 X, & AOSP(Android Open Source Project) £ % 4t i A 12 7 LA B JE Ut . IE'&
BIUET, ZHAREUREEAER, CHAZREHE OTA AR IR TRE,

e recovery: @& % /> Linux £ 4, @4 Linux W Z L K 4 A recovery By — 3 % 7] $14T X 1,
recovery FITE A2 Al TEBMEFCHAKR LA REFE L4 X,

e vendor: vendor 4 X &, 4 £ AOSP(Android Open Source Project) + 7~ & & JE AL i) 2 9 42 5 VL K &
X, ZaRUREERER, CHAERAEOTA ARAF 2 HAEE.

e cache: fl TH IR F D H L FI 27 UL R 7 T3 H OTA AR &, HWBFE A ZaXKREFX
TR e e £ K. OTA # & F 2 Z 0 X HAEH T2 7F k. FlE cache 4 KR OTA A4 +

BRI ITH, B LHK 1
Copyright © 2019 Allwinner Technology.”All rights reserved.



( Auwiner
E A5 E

# H A& A command SR DR FHBSU 1 B9 &4 .
o data: T H % ota &, AAFFHFI T EK data o X8y 2.
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2. OTA &R &

2.1 OTA (TR

Android ¥ & #& # Google diff arithmetic Z L%, F R AL F T EARURESF K, OTA BT

JR 2R B 40 T B R s

Network

A\

OTA Server Device

B 1: OTA i&17 B A

1. OTA Server i 5T E#T @ #AT L&, THURMANEE,

2. FAEFEAL K Android R4 f5, B Z4HETEFERZ0 6, FERAEFF mHTEHE LE
AR ARE

3. WAERN wii HA#HTEEMTH, REZREHTKE,

2.2 OTA A FmBENH

22.1 %24 OTA F & nt

# A 8 OTA TR & BAK T gy an T 5 IR -
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1. &2 AL E OTA Ré¥-&, HANEFENITA LM, AP T UBEIREFEHRAE T,
s LU, SDF, BaE#mmX#ATHE
2. FH A T4 2| cache s\ # data 40X, Mm% &4 % 2 Fl| A system/etc/security/otacerts.zip > 7 3 4T
Yol , i IIE 5 A REUEAT OTA # %
3. W& E B3N E recovery R, E I recovery 4 X FHAZARE T boot 4 X HAT B 5.
4. recovery — ¥t |18 5 # init ¥ 72 /B 51, 77 cache/recovery/command F % 2| B & T H ) E#14..
5. recovery F| | 7 /res/keys B9 /-4 T ik EFT A, BRAIIE R FHN T —F, &N E E R AF 2| cache/
recovery/ B X THy HAE X, HEEBKE,
6. F A H BB A T F T F # boot,system B F H F E it F #H vendor 4 X, M A recovery 1 E
FAN T AR 7E system 20X 2 #, boot0, uboot . 7F % 3F 12 ¥ AT ¥ #7,
7. REEH B, A NUTHF#AT:
o T HTHI boot KR, ©2EHIE I system 7 X B 7 #UATHE 7o
o HIEH BHITAE, RHWK 2 H W E AR recovery 7 X EHFE, BWFAE, N recovery 4+
DX 38 1 3TN T 7 R HAT EH
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3. OTA #& 3 1# 1t A
3.1 OTA W7+ % 5t &

J& & Android & £ #9 Recovery F #1257 2 X # % #7 system 4 [X . recovery 4 X % boot 4 X . &
A, BAVRIEF S4F &, % Recovery ¥ BT — & H g, UHRE BSPWEHTE,

A RKRA EEXH REREAZANE
Boot 4 [X ¥ #7 v
System 4 X € 37
Vendor 7 X ¥ #7
Recovery 7~ X ¥ 37
Env 4 [X ¥ 37
Bootloader 4 X ¥ #7
Boot0/Uboot 7+ %%
sys_config.fex ¥ #T

X X 2 =2 2

X

X 2 2 2 2 2 2 2 2

sys_partition.fex ¥ #T

EREEWZ, BSP FH - TR W AHH B EH %+ X sys configfex ¥, WEETEE
sys _config.fex FYEL &, #4703 i F 37 uboot, R AL H CELILF ME ota BRI A, T USEUTE
KR A X :  android/device/softwinner/common/vendorsetup.sh

3.2 #|1E OTA &+ B
#H OTA Wi B % ERX 4 =1 a:

e TargetFile: & & | {F Bt 24 7] 4% 7% B A B9 system 4 [X, boot 4 X, recovery 4~ [X % Py 2, ] fl Tl
fF OTA TEEMZ 504,

o OTA TEH: BEHERKAZRAWHAAL, TUNZHEMNIREEAZE YA HRA,
E 52 % 4% B % 7] JRAH TargetFile.

BRI ITH, B LHK 5
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o OTA Z - f: AAEKKAFRAMZAFEE —MANARAE, REATZHHE— MK
FRELRR AR, F1EZE 78 FEZ A E IR AR TargetFile 1 24 5] R A Y TargetFile.

y

3.2.1 #1F OTA 7 %4
3.2.1.1 #l{F OTA T # & &4

TaE:

$ source build/envsetap.sh
$ lunch

$ make -j8

$ pack4dist[-d][-v]

WwRFEMNE G HATES, A RE L AN android/vendor/security B &, RETZ, HT%
SEG, FEME VvERBALL2RERSE,

$pack4dist 3F &4

$pack4dist -d F 4T FI A % &
$pack4dist -v &4

$pack4dist -d -v %4 4T H 4 &,

R 37T @ A2 packddist &4 B 31 & & B AR XL (target-files-package) %72 4: $OUT/obj/
PACKAGING/target_files_intermediates/STARGET PRODUCT-target files.zip. <& & & % 4 HAr X 4+ 4,
M| ¥ 4% H: $OUT/signed target files.zip ¥ : 4 M B target files.zip X FE S E 4 —FH&EF, ATE
4k & OTA 4.

3.2.1.2 pack4dist 44~ AT 3T 2

packddist /5 & B 3 £ R EAF X EEF A H X T i T a4
1.TargetFile & 4

il fF H 4 4 W OTA AR AR AR T

BRI ITH, B LHK 6
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$./build/tools/releasetools/sign_target files apks -d [key path]

[unsigned_target file.zip] [signed target file.zip]

[key_path] 4 % 7k key Xt KRBy B2, (mREHEL XMW, WERNERTELH ota @) F
B H 3% 4 /> key 4 5| £ media, platform, releasekey, shared, & & LT X ff: media.pem, me-
dia.x509.pem, platform.pk8, releasekey.pem, releasekey.x509.pem, shared.pk8, media.pk8, platform.pem,
platform.x509.pem, releasekey.pk8, shared.pem , shared.x509.pem [unsigned target file.zip] X/~ F—#
4RI 8 % 4 89 TargetFile, [signed target file.zip] F& 7~ 4 44 B 75 Bl ¢4 22 33 2 4 B4 TargetFile,

2. W& 4 3T By TargetFile 3 2|4 % (boot.img,system.img F7 recovery.img)

A)
¥

$ ./build/tools/reléasetools/img_from_targét” files \Q:b

[signed target file.zip] [img.zip]

[signed target file.zip] & 7~ 4 i & 4 #7 TargetFile, [img.zip] &7~ &4 i 15 B B 45 14 )5 45 .

3. f# JE img.zip, /% £| #7 boot.img,system.img F7 recovery.img £ #| £| out/target/product/[device]/ T &,
E A pack FE| A REKME M, 2E L EMA.

4. % % ota & T EA

$./build/tools/releasetools/ota_from target files --block
[target file.zip] [ota full.zip]

[target file.zip] 5% 7~ 5 2 HA TargetFile

[ota_full.zip] & =44 HF 58 OTA TE A

3.2.2 %1 OTA = 4-&

$./build/tools/releasetools/ota_from_target_files -i
[target file v1.zip] [target file v2.zip] ota inc.zip

[target file v1.zip] R NZ L& 4 B A v1 # TargetFile

BRI ITH, B LHK 7
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[target file v2.zip] KN4 T4 4% BV B AR v2 HY TargetFile

[ota_inc.zip] &7~ fr 4 Hr 3 2|00 OTA £4 &

S
VJ:E/EQIQ:

1. ZZ 5@ 45 ZBR — AR B R 2.
2. FME—AEEE, Ha kR S E AR — A target-file SCHF

BRI ITH, B LHK 8
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4. 1# | OTA & F %

4.1 )RR F R

# ota AH B EMREABER P ELFRLUTHRREA BN D, 5 ota HBFHR

1. Z % 1& 5 #y % X bt :Settings-->Device Preferences-->About-->System update

2AZET AT RE > RERFRE -> KT > RREH

4.2 Recovery 2%

4.2.1 Apply update from ADB

1.4 B % fEPC3%, #n: E:/update.zipe

2.3 A\Recovery,

3.3 # Apply update from ADB.,

4.4TFremd, FF%i N\ adb sideload E:/update.zipo
5.4 £ 47 EiInstall from ADB complete. 7+ % 7 A& o
6.3t Freboot system now & /2 5+ # A\ android.

4.2.2 Apply update from TFcard or USB

1.4 B N TFF U F

2.# \Recovery

3FEANTF U

4.7ERecovery 3 % # 1 #% Apply update from TFcard or USB
5B R MR EEFEAL.

6.4 7% 4T Ell Install from SD card complete. 7 % % & o

7.3 #Freboot system now & /& # # A android.

BRI ITH, B LHK 9
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5. FAQ

510 FAHFFEEZIN

5.1.1 OTA T g6 & & o X % H X HE A/

Recovery R & —ANEAT#£ Linux W — AN LR N ARF, ©HEAGASI A K EH#HATRE,
FIULE— %k BTl ROBERMANHERERE, B EEARAEL) XEE R EANHEE,
OTA TR B & X % B fp XA/,

5.1.2 cache 4 X B9 A /N5 =

J& & Recovery ML, [F 4 Recovery WHI 4 X#E#H AL Android 194 X ZEHE R H 1 T 248
[, ATUAZE Android © B N EF @Hit e, SMERIEX 5 £ /£ Recovery #7 Android & 446 &
GERGIR:R

64512 5 B 4 X 7 B H cache 4 X f1 data 70 [X & # Recovery 2 Android £ Z Bl A8, X E% &
FER AKX AN X F, Recovery A4 gEiR Al AT Google JR 4+ Frg, YE/EMFAEE-NMFR
e, #BEBRINE F 2| cache X H, FTUER 440 RitFEEFERELD cache 7 X E# A= [E, &
DU o] &8 L TC vk 40 BT LT B v T R R R AL

5.13misc 7 X FEH RGN IRW T

misc 4 X & Recovery 5 Android Z [B/ A £, R misc 7 KW EERRE S, 2+F%H EENA
T EEFNEHIE, W44 Recovery et R ¥, BTt &2 T F4& H A, F#H R misc 4 X#i%
% F & /dev/block/xxx #1 H 3 4% # /dev/block/by-name/misc & & 4% HI AR 125 .

root@android:/dev/block/by-name# Is -1
Irwxrwxrwx root root 2000-01-02 07:16 misc -> /dev/block/mmcblkOp6(misc 7 X %7 4% #)

BRI ITH, B LHK 10
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root@android:/dev/block # Is -1
brw-rw---- 1 system root 179, 7 2019-09-16 10:15 /dev/block/mmcblkOp6

5.2 #il1E OTA &% W, |7 #lfn v & = I

1.TargetFile £ [& & & L BC 89 X 4 77 % # Android 1% % $#4T adb pull /system/build.prop = 1% £ X
AN £ #9 build.prop X % T TargetFile, #% /% 1k & & SYSTEM/build.prop, *f H.iX # 4> build.prop #n
R—3, KX B4 TargetRile & UT BT Y.

ER B FRIK
EFAFEL AR, 2RRELTBHW apk RARBH 5. BEFZ0EF, TR ANLEE (META-
INF/com/google/android/updater-script) B & T, * THERITHH 2, Z0 K& E kA EA R MRAK
W SHA EURAZ R SHA B, RALEE, 4% AR R, .JLEEFTU%JEEE%&HJ%X#Y
APK #y SHA B R T E#, NTAMEZLSAZMNNEHEARE, LG RE. UEXHNELFR
AP F, f& updater-script A< B4 A 4n T

apply_patch_check([ X % % 1,[ 7% JESHAE], [# % AISHAE])| abort("...");

w0 F LA BE A 4 4 shasum X = o 7T R B X AR EEAT SHA B, Z20 A AFEEAFTRAH
targetfile A & F+ %% J ¥ targetfile, 40 7+ %% U system/bin/A.apk, #8247 LLAE JE 7+ 2% Bl Ja HY targetfile, FF
TF system/bin/Acapk HIE 5 A F A8y SHA E =2 G ILE, B ILE, N a4 RIEZ X E20 74
e &N EXH A G AFH R AT, HBEHEEREREF R W E RS £ R E 49 @8 R w0
targetfile 7~ X A7 .

BRI ITH, B LHK 11
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6. Declaration

This document is the original work and copyrighted property of Allwinner Technology ( “ Allwinner” ).
Reproduction in whole or in part must obtain the written approval of Allwinner and give clear acknowledge-
ment to the copyright owner. The information furnished by Allwinner is believed to be accurate and reliable.
Allwinner reserves the right to make changes in circuit design and/or specifications at any time without notice.
Allwinner does not assume any responsibility and liability for its use. Nor for any infringements of patents or
other rights of the third parties which may result from its use. No license is granted by implication or otherwise
under any patent or patent rights of Allwinner. This datasheet neither states nor implies warranty of any kind,
including fitness for any particular application.tates.nor implies warranty of any kind, including fitness for any
particular application.
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